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“ This book gives thorough, scholarly coverage of an area of growing importance in computer security and is
a ‘must have' for every researcher, student, and practicing professional in software protection.”

—Mikhail Atallah, Distinguished Professor of Computer Science at Purdue University

Theory, Techniques, and Toolsfor Fighting Softwar e Piracy, Tampering, and Malicious Rever se
Engineering

The last decade has seen significant progress in the development of techniques for resisting software piracy
and tampering. These techniques are indispensable for software devel opers seeking to protect vital
intellectual property. Surreptitious Software isthe first authoritative, comprehensive resource for
researchers, developers, and students who want to understand these approaches, the level of security they
afford, and the performance penalty they incur.

Christian Collberg and Jasvir Nagra bring together techniques drawn from related areas of computer science,
including cryptography, steganography, watermarking, software metrics, reverse engineering, and compiler
optimization. Using extensive sample code, they show readers how to implement protection schemes ranging
from code obfuscation and software fingerprinting to tamperproofing and birthmarking, and discuss the
theoretical and practical limitations of these techniques.

Coverage includes

- Mastering techniques that both attackers and defenders use to analyze programs

- Using code obfuscation to make software harder to analyze and understand

- Fingerprinting software to identify its author and to trace software pirates

- Tamperproofing software using guards that detect and respond to illegal modifications of code and data
- Strengthening content protection through dynamic watermarking and dynamic obfuscation

- Detecting code theft via software similarity analysis and birthmarking algorithms

- Using hardware techniques to defend software and media against piracy and tampering

- Detecting software tampering in distributed system

- Understanding the theoretical limits of code obfuscation
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From reader reviews:
Linda Hupp:

What do you with regards to book? It is not important along? Or just adding material if you want something
to explain what the ones you have problem? How about your extratime? Or are you busy man or woman? If
you don't have spare time to compl ete others business, it is make one feel bored faster. And you have free
time? What did you do? All people has many questions above. They have to answer that question simply
because just their can do which. It said that about e-book. Book is familiar in each person. Yes, it is suitable.
Because start from on pre-school until university need this particular Surreptitious Software: Obfuscation,
Watermarking, and Tamperproofing for Software Protection: Obfuscation, Watermarking, and
Tamperproofing for Software Protection to read.

Jaclyn Utecht:

Do you one among people who can't read pleasant if the sentence chained from the straightway, hold on guys
that aren't like that. This Surreptitious Software: Obfuscation, Watermarking, and Tamperproofing for
Software Protection: Obfuscation, Watermarking, and Tamperproofing for Software Protection book is
readable through you who hate those straight word style. Y ou will find the data here are arrange for
enjoyable reading experience without leaving actually decrease the knowledge that want to supply to you.
The writer involving Surreptitious Software: Obfuscation, Watermarking, and Tamperproofing for Software
Protection: Obfuscation, Watermarking, and Tamperproofing for Software Protection content conveys
thinking easily to understand by many people. The printed and e-book are not different in the written content
but it just different such asit. So, do you even now thinking Surreptitious Software: Obfuscation,
Watermarking, and Tamperproofing for Software Protection: Obfuscation, Watermarking, and
Tamperproofing for Software Protection is not loveable to be your top listing reading book?

Juanita Bey:

The reason? Because this Surreptitious Software: Obfuscation, Watermarking, and Tamperproofing for
Software Protection: Obfuscation, Watermarking, and Tamperproofing for Software Protection isan
unordinary book that the inside of the publication waiting for you to snap the item but latter it will jolt you
with the secret it inside. Reading this book close to it was fantastic author who also write the book in such
awesome way makes the content inside of easier to understand, entertaining method but still convey the
meaning entirely. So , it is good for you because of not hesitating having this anymore or you going to regret
it. This unique book will give you alot of rewards than the other book possess such as help improving your
talent and your critical thinking method. So , still want to hesitate having that book? If | were being you |
will go to the guide store hurriedly.



Nancy Byrom:

As astudent exactly feel bored to help reading. If their teacher asked them to go to the library or even make
summary for some e-book, they are complained. Just small students that has reading's heart or real their
hobby. They just do what the instructor want, like asked to the library. They go to generally there but nothing
reading seriously. Any students fedl that studying is not important, boring and can't see colorful photos on
there. Yeah, it isfor being complicated. Book is very important for you. As we know that on this age, many
ways to get whatever we want. Likewise word says, ways to reach Chinese's country. So , this Surreptitious
Software:; Obfuscation, Watermarking, and Tamperproofing for Software Protection: Obfuscation,
Watermarking, and Tamperproofing for Software Protection can make you truly feel more interested to read.
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